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Installing Citrix

Steps

| Screen

1) Go to receiver.citrix.com.

2) Click on Download Receiver
for Windows.

citriecom

CiTRIX

Receiver

Access apps and desktops on any device

Citrix Receiver is the easy-to-install client
software that provides access to your
XenDesktop and XenApp installations. With
this free download you can access
applications, desktops and data easily and
securely from any device, including
smartphones, tablets, PCs and Macs.

Download Receiver 4.2 for Windows

3) When you click Download
Receiver, you will click Save
File.

CiTRIX

Receiver

Opening CitrixReceiver.cxe

You have chosen to open:
=7 CitrixReceiver.exe

which is: Binary File (56.8 MB)
from: hitp://downloadplugins.citrix.com

SaveFile | Cancel

Would you like to save this file?

4) Once the download appears,
click on the download in order
to start the installation.

ciTrix

Receiver

Thank you for downloading
Citrix Receiver

5) Click Run.

=

Open File - Security Warning

Do you want to run this file?

@ Name: Ci\Users\tranch\Downloads\CitrixReceiver.exe
Publisher: Citrix Systems, Inc.
Type: Application
From: C\Users\tranch\Downloads\CitrixReceiver.exe

‘ [ Run ]D Cancel

‘ i While files from the Intemet can be useful, this file type can
) r potentially ham your computer. Only run software from publishers
= you trust. What's the risk?
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6) Click Next. " '
Citrix Receiver &J

Welcome to Cilrix Receiver Setup

{I/)ﬂ Click Next to setup Citrix Receiver on your
N computer.

Citrix Receiver

7) Check the box to Accept the Citrex ReceneTi —
License Agreement. Then
click Install.

License Agreement

You must accept the license agreement below to proceed

installed without your consent &

Certain third-party software may be provided with this software that is
subject to separate license conditions. The licenses are located in the
third-party licenses file accompanying this component or in the
corresponding license files available at www citrix com

Citrix and Citrix Receiver are trademarks and’or registered trademarks of
Citrix Systems, Inc. in the U8, and other countries.

CTX_code: EFRW_R_A123841 -

( I)ccept the license agreement

Sagme

Instal Cancel

\

8) Click Finish. r Citrix Receiver ﬁ

Citrix Receiver”

J Installed successfully!

If you received instructions to set up Receiver with your email or
a server address, click Add Account.

[ Add Accourt @

You have successfully installed Citrix. Restart your computer to ensure a successful installation.
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Installing Java

Steps

Screen

1) Go to www.java.com and
click on Free Java

Download.

o

Download ~ Help

JAVA +YOU,
DOWNLOAD

» Whatis Java? » Dolhave Java? » Need Help?

2) Click Agree and Start Free
Download.

cale=en c E' Google

Download Help

Help Resources

Download Java for Windows
e Recommended Version 8 Update 25 (filesize: 623 KB)
» Remove Older Versions
= Disable Java

» Error Messages

» Troubleshoot Java

= Other Help

Agree and Start Free
Download

Offline Installation
By downloading Java you acknowledge that you have read and

Trouble downloading?
accepted the terms of the end user license agreement

Try the offline installer

E ‘When your Java installation completes, you may need to restart your browser (close all browser

swindrwe and ra nnanttn anahls tha lous i

3) Click Save File.

r ™~
Cpening jxpiinstall exe ﬁ
il

Yw P e e

You have chosen to open:
[577 jxepiinstall.exe
which is: Binary File (624 KB)
from: http://sdlc-esd.sun.com

Would you like to save this file?

4) In the top right hand
corner, click on the arrow =
pointing down to open the
list of downloads. Click on C 8- Googec LA gl,_;, ot

the most recent download
(this should be
jxpiinstall.exe but may be
named something else).

Jepiinstall.exe
524 KB — java.com —10:19 AM

Show All Downloads

Vindows
Update 25 (filesize: 623 KB)
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| Setup - Welcome

5) The Java Setup- Welcome
page will appear. Click = Java g _
Install.
Welcome to Java
Java provides safe and secure access to the world of amazing Java content.
From business solutions to helpful utilities and entertainment, Java makes your
internet experience come to life.
Note: No personal information is gathered as part of our install 53,
Click here for more information on what we do collect,
Click Install to accept the license agreement and install Java now?
N
["] change destination folder \l
————
Java Setup ==
6) Make sure that the boxes
“ =
for “Set Ask as my default Java ORrACLE
Sea rch p rovid e r" a nd ”Set Offer to install the Search App by Ask
[ Womoe oo ~ » o e,
Ask.com as my browser Gt Facsbook status updates dirsctly in your browser, fisten to tap radia stations, and gt sasy
access o search and weather, The Search App by A3k instals in Firsfor. I
home page and neW tabs SEARCH APPLICATION END USER LICENSE AGREEMENT -
(4
” This Search Application End User License Agreemert (“Sgreement”), applies to web search  —
page” are UNCHECKED. -
. as my default search provider
Once unchecked, click oo 5y biance b page e abs page
"Next" and installing the Search App by Ask, your use is subject to the Ask.com
Next. ms and Conditions and Piivacy Policv. The Search App by Ask is a produet of PN, LLC
De-selecting both of the checkboxes above declines this optional search offer and proceeds
with the rest of the install pracess.

7) ***If you do see this

screen, make sure the ¢ S
Restore Java Security
. Restore Java security prompts
Prompt is checked then
C/,ck Next Lf not Sklp to Some Java security prompts have been hidden when you selected the
° 4 ‘Don't show this again’ option. You can improve the security of your
Step 8 k¥ personal information by restoring these prompts every 30 days.
Mare
information

Restore Java security prompt:

8) C”Ck close. u Java Setup - Complete @

]ava" ORACLE

\f You have successfully installed Java

You will be prompted when Java updates are available. Always install
updates to get the latest performance and security improvements.
More about update settings

‘When you click close, your browser will be opened so you can verify,
Java is working.

You have successfully installed Java. Click Close.
Restart your computer to ensure that the program has successfully been installed.
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Configuring Java

Steps

Screen

1)

Click on the windows
button located on your
keyboard along with the
letter “r”.

2)

This will open up the
Window’s run command.

In the Open: field enter in
javaws -viewer (note: there
is only one space between s
and -; and no space
between the — and viewer).

=] Run

==

This should open up the
Java Control Panel and the
Java Cache Viewer.

(Exit out of the Java Cache
Viewer to access the Java
Control Panel).

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

| -

QK Cancel l [ Browse...

Name WRL | Modfied Expired veson | sz |

htp:/jmsie.rm.state. gov fosisfosis. 5 Nov 5, 2014

s pl

In the Java Control Panel,
click on the Security Tab.

»
% | £/ Java Control Panel ..

Security Level

_'1; Enable JEME browser

Java applications identified by a certificate from a trusted authority will be allowed to run.

il - Very High
1.

[C_» High (minimum recommended)

Medium
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5) On that page, click on Edit
Site List.

OV O PP UeT T IO T TTed Oy 0 e em T TTaT o T S oo WU Ty /il e Sy e T Ty

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate
security prompts.

Click Edit Site List...
to add items to this list. ’

Edit Site List...

Restore Security Prompts ] ’ Manage Certificates... ]

6) The Exception Site List will
open. Then click Add.

| £| Exception Site List M

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts,

Click Add to add an item to this list.

Ul FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

7) Inthe field where the [

is located type in the {l[Z Exception Site Lis a =)
. . a

fO ”OWIng a nd CI ICk Add ° Applications launched from the sites listed below will be allowed to run after the appropriate security

a) https://cag.state.gov |

b) https://goive.state.gov Location

O] |
(Note: If these links are entered .
| £ Exception Site List r— -

correctly, the [ will
disappear from those links.)

Click OK.

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts,
Location

https:/fcag. state.gov
https:/fgoive.state.gov

Now your Java has been successfully configured.
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Configuring
Plug-Ins
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Configuring Plug-Ins on Chrome

Steps Screen

1) Open Chrome.
4

Google
Chrome

2) Inthe address bar,

type in the following: || =7 1 S —.

€ 3 chrome//plugins @
chrome://plugins

For quick access, place your bookmarks here on the bookmarks bar, Import bookmarks now.,

and press enter.

3) Locate the Citrix
Receiver Plug in and Plug-ins
Java(TM). Click the
option Always allowed

for both. Ll
Widevine Coateat Decryphion Modsle - Verson 1LET]
Eraibles Wicbting bosmats For playback of WM, jucin iy conteel iveriinet LA.GT00)

Juith ] Wiyt ilowed

'.r'i:-‘ll!i‘
st s et Coricosection B

b N e memTe=

(Chreani: FOF Vibwtr
bl Wyt ihowed

Qi e jo e 61

JUTIRY 1 oot ontiet, o pacehoider i Jind ol il

Cabls 7 Ay ke ey

4) Next, type: chrome://flags/#enable-npapi in the URL bar
Click the Enable link for the Enable NPAPI configuration option

Click the Relaunch button that now appears at the bottom of the configuration page

For instructions and more information regarding this workaround please go to:
https://java.com/en/download/fag/chrome.xml#npapichrome

You may close the browser now and the settings will be saved.
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Configuring Plug-Ins on Firefox

Steps Screen
1) Open Mozilla Firefox. e
p ()
&
Mozilla
Firefox
2) On the upper right B ey e
hand corner of the S e—— Q<=
browser, click on the N ® =
Menu button (It has 3 W -
horizontal lines).
Welcome to Firefox
Commilled o you, your privacy and an open Web.
3) Adrop down menu Ll da 3 oA (=
will appear, select the i cut Copy Paste
icon that says Add- - 100% +
Ons. m == -
= O] @
2 2
2
4) On the left side, click € Orietor sboutaddons
on the tab Plugins. A
list of all of your
plugins will appear. =
]
-
4
]
\;J Services .
5) Locate the plugin Java | /. Appesrance &~ TevalTM) Platform SE 7 U71 10.7L.212
(TM) Platform and set . Next Generation Java Plug-in 10.71.2 for Mozilla browsers  More Askto Activate ¥
the plugin to Always i Plugins Ackto Activate
Activate. < lways Activate 3
BN ; Never Activate
(7 Services
6) Repeat this process

for any plugins with
the word Citrix.

You may close the browser now and the settings will be saved.
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Configuring Plug-Ins on Safari

[=)

1) Open the Safari ;
Browser. @

2) Press the Ctrl key ' ‘
& comma (, ) to - A z E R J T L I a 0 J
open up the : 1 ‘ ,
preferences menu o Q | S ] D F l G H J | K L
on Safari. - ‘ : : =
\ > \ ?
NBHDRORDRE R
— N
( |
fn ctrl .= cmd 38| | #  omd
3) Click on the Security ==
Security tab. R ey Toy
Under the Security GI e ek el g % AII Se@rty Pﬁy Eﬁ%ﬂs Aed

Ta b' Ch eCk Ena bl e Fraudulent sites: Warn when visiting a fraudulent website

pIUg'InS' Web contentf Enable plug-ins,

VI Enabre Java
Enable JavaScript
Block pop-up windows

Ask before sending a non-secure form to a secure website

)

Click Done. Your Java and Citrix settings are now configured.
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Configuring Plug-Ins on Internet Explorer

Steps

Screen

1) Open
Internet Explorer

2) On the upper right
hand corner of the
browser, click on
Tools. A drop down
menu will appear.
Select Internet
Options.

3) Click on Programs and
then click on

5

-

~ [ @=h = Page= Saf

a

Reopen Last Browsing Session

P& B0 B

Manage Add-ons
Work Offline

Comptibility View Settings
Full Screen F11

[

Jvanced SEArT s Developer Tools F12

Pop-up Blocker »

Teolbars >

Explorer Bars »

Intemet Options
nternet Options

l P
| General | security | Privacy | content | Connectidgs | Programs

Default web browser

|
—

(=) Internet Explorer is not currently the
default web browser.

Manage add-ons

Make default

Tel me if Internet Explorer is not the default web browser.

% Enable or disable browser add-ons

3 installed in your system.

HTML editing

Manage add-ons

Manage Add-Ons e
OneNote Linked Notes
Lync add-on
Send te OneNote
T Intemet Options —-—"',
4) Once the Manage | Bandoo Media, Inc.
. e DataM B
Add'on page |OaC|S, rently loaded add-ons B i A
make sure that the Curr;r;tl;rloaded add-ons
Currently Loaded Add- Run without permission
. Downloaded controls
ons is changed to All
Add-ons.
5) Locate anything that Mame Publisher Status Load time Maviga
says Citrix (Or Citrix GpcContainer Class Cisco WebEx LLC Enabled

ICA Cilent) . Right click
on Citrix ICA Client,
and click on Enable.

Citrix Systems, Inc.
Citrix ICA Client

DigitalPersona, Inc.
HP ProtectTools Security Mana...

Juniper Networks, Inc.
JuniperSetupControlXP Class
JuniperSetupClientControl Class

Microsoft Corporation

[ J—.

Columns

Group by
Sort by 3

Copy
More information

MA o CECFCIITIINTT

T

6) Repeat the same 15, Research Mot Availzble Enabled
process (Right click Uracle Amenica, Inc. _
Javaltm) Plug-In 2 55V Helper ~ Oracle Americg, Inc. Enabled 009s 019s |~
and Enable) on all (mPlg ’ _
] J Java(tm) Plug-In S5V Helper Oracle Americg, Inc. Enabled 002z
ava ( ava Java SE Runtime Environment 8. Oracle America, Inc. Enabled
TM/SE/etc.) Show:
h“ add-ong v] =

Click Close to close out of Manage Add-Ons. Click OK to close out of Internet options.

You may close the browser now and the settings will be saved.
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Disabling
Pop-Ups
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Disabling Pop-Ups for Chrome

1) Open the Google Chrome
browser.

2) On the upper right hand
corner, open the Menu

New tab Ctrl+T

button( = )then

— MNew window Ctrl+N

CIICk MNew incognito window  Ctrl+Shift+N

Settlngs- Bookmarks 3
Recent Tabs 3
Edit Cut Copy Paste
Save page as. Ctrl+5
Find... Ctrl+F
Print... Ctrl+P
Zoom - 100% o+ -
Histary Ctrl+H
Downloads Ctrl+)

j’ ﬁ
out Google Chrome

Help 3
Mere toels 3
Exit Ctrl+Shift+Q

|
3) Under Settings, scroll
down and click on Show % Settings B N T ——

. = 2> C ([Och /S setti
Advanced Settings... B
Chrome Settings

History On startup

Extensions .
(@) Open the Mew Tab page
Settings .

) Continue where you left off

() Open a specific page or set of pages. Set pages
About

Appearance
Get themes Reset to default theme
] Show Home button

[l Always show the bookmarks bar

Search

Set which search engine is used when searching from the omnibox.

Google ¥ || Manage search engines...

Users

¥ou are currently the only Goegle Chrome user.

Add new user... | | Delete this user || Import bookmarks and settings...

Default browser

Geoogle Chrome is not currently your default browser.
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4)

Under Privacy, click on
Content Settings.

%t Settings

& c

Chrome

Settings

N

[ chrome://settings

Settings

Google Chrome is not currently your default browser.

Privacy

Google Chrome may

services, Learn mare

Clear browsing data..

e welr services to improve your browsing experience. You may optionally disable these

E=
5) The content settings »
. Content settings
menu will open. Scroll ® Run automatically (recommended) B
down to Pop-Ups and Gk s play
Block all

click Manage
exceptions...

Manage exceptions...

Disable individual plug-ins...

Pop-ups

Location

Manage exceptions...

In the field
[*.]example.com, enter

Pop-up exceptions

the following and press &“‘b s:l:o ]
enter: .
a) https://go.state.gov
b) https://cag.state.gov
c) https://goive.state.gov Learn more
7) The pop-up exceptions Pop-up exceptions x

list should look like this.
Then click Done. Hostname pattern Behavior

goive state.gov Allow

go.state.gov Allow

cag.state.gov Allow

Allow hd

Learn more

(=)
3

Exit out of the menus and browser.
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Disabling Pop-Ups for Firefox

will appear. Select
Content.

(' © Firefox | aboutpr

1) Open the Firefox Browser. - )
m A
Mozilla
Firefox
2) On the upper right hand ks
corner of the browser, - e *O<=
click on the Menu button A\ ® e
(It has 3 horizontal lines).
Welcome to Firefox
Commilled Lo you, your privacy and an open Web.
3) Adrop down menu will "E 93 A =
appear- select the icon
that says Options. " Copy Raste
- 100% =
0 = B
New Window  New Private Save Page
Window
= O &
Print History Full Screen
Find Add-ons
/, Open options |
Developer
4) On the left hand side, tabs
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5) While you are in contents,
click Exceptions — located
next to Pop-Ups

Content

DRM content

+ | Play DEM content earm maore

Pop-ups
+ | Block pop-up windows

6) The Allowed Site- Pop Ups
menu will appear.

In the field Address of
Website, enter the
following then click Add:
a)https://go.state.gov

b) https://cag.state.gov
c) https://goive.state.gov

Allowed Sites - Pop-ups
You can speafy which websites are allowed to open pop-up windows. Type the
exact address of the site you want to allow and then click Allow.
Address of website:

<« -

Site Status

Remove Site Remove All Sites Close

7) Alist of allowed sites
should appear like so. Click
Close.

Allowed Sites - Pop-ups
You can spedfy which websites are allowed to open pop-up windows. Type the
exact address of the site you want to allow and then dick Allow.

Address of website:

Site Status
goive.state.gov Allow
cag.go.gov Allow
go.state.gov Allow

Remove Site Remove All Sites Close

Exit out of the Options menu.
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Disabling Pop-Ups for Internet Explorer

Steps Screen
1) Open up Internet Explorer. /‘
&
Internet
Explorer
H B e |slEls
2) Atthe top of browser, click T — L‘—‘? =

on Tools. Then click on Pop-
up Blocker. Then click Pop-
up Blocker Settings.

v [ d=h ~ Pagew Safety|

™| Tools = b' v

Reopen Last Browsing Session

Turn Off Pop-up Blocker

7 Pop-up Blocker

I Pop-up Blocker Settings
e x
&]
Advanced search
Language tools

£
Work Offline

Compatibility View Settings
Full Screen

Toolbars

Explorer Bars

Developer Tools

‘ I'm Feeling Lucky B

and events that defined YouTube in 2014

Solutions  +Google  About Google

OneNote Linked Notes
Send to OneMote

Sun Java Console

Internet Options

F11

F12

rivacy - Terms

3) This will open the Pop-Up
Blocker Window.

4) Inthe field that says
Address of websites to
allow, enter the following
then click Add:

a. https://go.state.gov
b. https://cag.state.gov
c. https://goive.state.gov

Pop-up Blocker Settings

Addre:

Exceptions
Pop-ups are cumently blocked. You can allow pop-ups from specifi
é | webstes by adding the site to the list below.

D]

5) Once completed, a list of
allowed sites should appear
like so. Then, click Close.

i
O Do Dot

Exceptions

Address of website to allow

Pop-ups are cumently blocked. You can allow pop-ups from specfic
Z ! websites by adding the site to the list below.

| Add
Alowed sites
cag.state.gov Remove
go.state.gov
goive state.gov
Motffications and blocking level
Play a sound when a pop-up is blocked.
[#] Show Information Bar when a pop-up is blocked.
Blocking level:
[Medium: Block most automatic pop-ups -
Leam more about Pop-up Blocker (1 ocoe [

6) Close out of the browser.
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** In the event, that you do not have a successful log on to GO using Internet Explorer, please
follow these steps:**

Steps Screen
1) Open internet explorer. On "““""’Z’b —
the top left hand corner of Fie Ege view me@gm
the browser, select Tools. A WFEEM[Riy':BM: i R
drop dOWn menu W|” | Diagnose Connection Problems...
Reopen Last Browsing Session
appear. Select Compatibility InPiivateFitsing Ctteshite
VieW Settings. InPrivate Filtering Settings
Reopen closed tab: Pop-up Blocker b
View tabs that you've clo| SmartScreen Filter »

Manage Add-ons
& RD Web Access 9

Compatibility View

W I
Reopen Last Browsing Compatibiity View Settings 1
Subscribe to this Feed... F
Feed Discovery »
Windews Update
Developer Tools F12

Learn more about tabs 3 Onelote Linked MNotes

Lync add-on
Send to OneNote

Internet Options

2) Inthe field that says Address Compativlty View Settings (IR e

of websites to allow, enter [y You can add and remove websites to be dplayed in
the following then click Add: () Comparbityien:

a. https://go.state.gov Add this webgite:

b. https://cag.state.gov < [
C. https //gOIVE State gov Websites you've added to Compatibility View: —

*Note: All of these individual links
will appear under “state.gov” under
Websites you’ve added to
Compatibility View.

Indude updated website lists from Microsoft
[7] Display intranet sites in Compatibility View
[ Display all websites in Compatibility View

Close

In the event that you are still unable to log into GO,
go to https://cag.state.gov and log in.
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Disabling Pop-Ups for Safari

1) Open the Safari

browser.

Sddan
2) Press the Ctrl key
& comma (, ) to I
open up the | - A Z I E R l T h ¢ U | 0] l
preferences .
menu in Safari. o Q { S I D F H G H J | L
W wllxlellv } NP
| & ‘ < [| B ! ; ;
/~ | - x 8 - J P
‘! r"
fn \| ctrl J= cmd 36 | ¥F  omd
3) Under the )
security tab, Security S
make sure that 8 w B @ 2
Block pop-up General Appearance Bookmarks Tabs  RSS  AutoFill 'Security' Privacy Extensions Advanced
“::ndlf‘:jls is NOT | Fraudulent sites: [V Warn when visiting a fraudulent website
checked. Web content: Enableplug-ins
[¥] Enable Java
X :
Lotk pop-up vind)
Ask before sending a non-secure form to a secure website
@

L

4) Exit out of the menus and browser.
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Java and Citrix installations are complete!
Web browser configuration is complete!

You are ready to access GO!
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